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Abstract—Two-factor authentication is often considered by
users as annoying, hard to use and time consuming due to
their complexity and implementation - this often leads to users
making usability-focused decisions at the expense of security.
We believe the development of biometric recognition technology
allows for an improvement in the way we implement two-
factor authentication systems. In this paper we study the Sensor-
Assisted Facial Recognition (SAFR) system and analyze its
security and usability compared to current token-based two-
factor authentication systems. We believe that the SAFR system
can replace and improve the usability of two-factor authentication
for use with low-security services while suggesting possible
implementations for use in high-security applications. We also
highlight key strengths and weaknesses of the SAFR system, and
note the innovations SAFR brings to improving the usability of
facial recognition while maintaining security. In this way we hope
to break down what we believe is one of the key barriers that
prevents users using two-factor authentication. We also suggest
further avenues of research to improve the usability of facial
recognition systems.

I. INTRODUCTION

The usability of security systems needs to be a key focus
when designing such systems. It is well known that humans are
the weakest link in any system that needs itself to be secure (A
key example being the compromising of RSA’s master keys via
a user failing to recognise a phishing email), and it is important
that a user’s perception of use and actual behaviour of use
need to be considered when the design of security systems
are concerned - To quote Avi Douglen [1]:

“Security at the expense of usability comes at the
expense of security ”

As security is becoming more of a concern among the
general public, there needs to be a significant attempt to make
these systems usable and convenient for the user as well as
maintaining security. Current forms of fingerprint recognition
technology is one such example of design that focuses on
usability - A survey run by Bhagavatula [2] found a significant
number of respondents who used iPhones also use Apple’s
Touch ID fingerprint unlock, and a majority of these users
using fingerprint unlock out of convenience. Although their
implementation of fingerprint unlock had security flaws (a
PIN is required as a backup to fingerprint authentication,
which can be guessed), such a high rate of use is something
that designers of biometric security systems should strive for
alongside making their systems secure. One such system where
this usability has been significantly more difficult to achieve
is with facial recognition.

“Good” facial recognition that properly balances usability
and security is difficult to achieve. Bhagavatula [2] found
that users of Android face unlock listed poor reliability and
the inability to use the feature in low-light situations as key
downsides to using face unlock, and even survey participants
who had never used face unlock were concerned about the
usability of this system. Chen [3] notes that with current
facial authentication technology there is a tradeoff between
security and usability, and provides two examples. Android
face unlock focuses on usability with low precision and
complexity, presumably to allow for faster processing; This
makes such a system vulnerable to photo attacks - the facial
recognition version of a replay attack - where a static image or
a video is used to fool Android’s facial recognition. Toshiba
Face Recognition Utility focuses on security, achieving high
precision via a 30 second authentication process - this is
significantly longer than a standard login process however, and
brings into question why users would use this system over a
normal password system that is significantly less complex.

One possible way to reduce reduce the complexity and
issues around facial recognition systems while not significantly
increasing security concerns is use in two-factor authentication
(2FA) systems. 2FA is a system of authentication that relies
on two of three factors (Something you know, something you
have, something you are) to mitigate issues where only one
of these factors are use. Most commonly, services that use
2FA require the something you know and something you have
factors - for example, a password and a randomly generated
token. However, depending on the implementation of 2FA,
this can cause significant usability issues. Fagan [4] found
that while a majority of their survey participants use 2FA
to increase security, a majority also cited concerns about
convenience as to why they did not use 2FA. “Convenience or
more specifically the avoidance of the inconvenience of 2FA is
a chief concern among those who don’t use 2FA”. We believe
that we must look towards other methods for implementing
2FA that are significantly better in terms of usability.

In this report, we analyze the facial recognition system
proposed in Chen et al (2014), and look at possible imple-
mentations of this system for the purpose of 2FA. In tests,
this system performed comparably to 3D authentication and
Android face unlock against various attack models, and was
significantly better with respect to the false alarm rate as well
as the speed of detection. We analyse and discuss the usability
of this system with respect to current literature, and suggest



the use of this system as a more user-friendly alternative to
current token-based 2FA systems.

II. SENSOR-ASSISTED FACIAL RECOGNITION

Chen [3] proposes a sensor-assisted facial recognition (here-
after referred to as SAFR) system for smartphones that at-
tempts to solve security concerns in current smartphone facial
recognition systems as well as attempting to maintain a high
usability for such a system. SAFR uses a combination of
standard smartphone sensors to achieve this - a front-facing
video camera, an accelerometer, and an ambient light sensor.

During the authentication process for SAFR, a user picks up
their phone and moves it horizontally for a short distance in
front of their face. The front-facing camera is immediately
used to detect and record a video of the user’s face. The
accelerometer is used to establish that the user is properly
moving the phone, as well as tracking movement of the phone
to establish movement relative to the video recorded. Finally,
the ambient light sensor is used to ensure that light conditions
for face capture are sufficient. This system enables analysis
of a 3D environment involving the user that wishes to be
authenticated, and defends against photo attacks (An attacker
showing a photo of the victim to the facial recognition system)
which only target the 2D facial recognition capabilities of
these systems. The use of an accelerometer in conjunction
with video input allows SAFR to track movement of the device
relative to the user, and defends against simple video attacks
(An attacker shows a video of the victim, an attack which
accounts for systems that specifically checks for photo attacks)
as movement within the video now needs a corresponding
movement of the phone. A extension of the video attack can
involve directly streaming video to the device, making the
authentication system believe that the video is being captured
in real time. This attack is also foiled by the motion sensor
part of this system.

SAFR was implemented and tested on a Samsung Galaxy
Nexus, which released in October 2011 - it is of note that most
users of smartphones nowadays will likely have significantly
better phones than this, and this establishes that the system can
be used with a wide range of software. With this hardware,
detection rates ranged from around 85% at the lowest to 97%
at the highest, and a false alarm rate of up to 10%. The
best of these detection rates (97% detection rate at 3% false
alarm rate) was chosen for further analysis of attack models.
The system was tested against photo attacks (pictures printed
on paper) and video attacks (videos played from another
device), and were compared with results from attacks on
Toshiba 3D authentication as well as Android face unlock.
These results found SAFR performing less accurately than 3D
authentication, but better than Android face unlock against
both photo and video attacks. However, SAFR also has a
significantly lower false alarm rate, and detection time is
significantly faster.

We feel it is necessary to mention here that while the
ambient light sensor is used with screen brightness to im-
prove lighting conditions for facial recognition, there is no

mention of the testing of SAFR in low light environments or
complete darkness. This is a known and key issue with facial
recognition systems and was a key concern from participants
in [2] when discussing Android face unlock. This is a niche
in the consumer facial recognition market most prominently
demonstrated by the Windows Hello feature in Windows
10, which uses infrared for light-agnostic facial recognition
[5]. Unfortunately, current smartphones do not yet have the
infrared sensors required for this style of recognition.

Chen [3] does not suggest any use cases for SAFR, how-
ever their system is designed to reduce the tradeoff between
security and usability, and demonstrates as such. The restricted
hardware requirements of needing input from a video camera
as well as an accelerometer, limits the use of such a system
to devices such as smartphones that are actually able to make
use of these sensors.

III. CONCERNS WITH CURRENT TWO-FACTOR
AUTHENTICATION SYSTEMS

Krol [6] presents a comprehensive view of how 2FA is
perceived in an online banking environment that requires
the use of 2FA tokens across various implementations. The
key findings are that user satisfaction significantly decreased
as the complexity of a 2FA system increased. User sat-
isfaction concerns around 2FA tokens involved not know-
ing/understanding the purpose behind hardware tokens, not
knowing/understanding how 2FA token systems worked, and
a feeling of insecurity despite needing hardware tokens. Some
users even specifically avoided using banks that used hardware
tokens to avoid associated inconveniences. Similarly, Fagan [4]
showed that for three of their four advice topics (Updates, 2FA
and Password Resetting), the majority of users that followed
this advice did so for the purpose of security, while users
mostly chose not to follow this advice more so due to concerns
about usability and convenience than concerns about security.

Both Krol [6] and Fagan [4] demonstrate that users will
make tradeoffs between usability and convenience where pos-
sible regardless of whether the use is compulsory or optional.
Facilitating ease of use will help users in compulsory-use
situations to more easily access services, and better convince
users in optional-use situations to use these systems. Users
from Krol [6] gave suggestions as to what their ideal authen-
tication systems should involve - Biometrics (for simplicity,
compared to username, password and token based authenti-
cation), reduced cognitive and physical effort, a faster and
simpler process, and authentication portability (the participants
gave the example of a single sign-on system for their computer
that involved personal accounts such as their bank accounts).
While portability may be difficult to achieve (considering
competing services may not wish to cooperate), we believe this
presents an opportunity to replace existing token 2FA systems
for logging into online services.



IV. IMPROVING CURRENT TWO-FACTOR AUTHENTICATION
SYSTEMS

Google [7] currently has a new form of 2FA called Google
Prompt, designed to improve the speed at which users are able
to log into their services. Previously, users of Google 2FA were
required to input a token code generated on their mobile device
as part of the login process, which significantly increased
time taken to log in. This new new token-less implementation
simply has the user verify on their mobile device whether they
intend to log in or not.

We believe a similar process can be used for biometric
authentication. Following a user’s input of login details into
an online service, a mobile device registered to the user
can prompt the user to record biometric data, initiating the
authentication process outlined in SAFR. In this process, we
can actually satisfy all three factors for authentication, and in
a way that still takes significantly less time to authenticate
than traditional 2FA token authentication. Depending on the
security requirements of the application a user wishes to use,
we may only need to satisfy two factors for authentication. For
example, logging into a low-risk environment such as a user’s
social network account may only need the “Something you
have ”and “Something you are ”factors - A user would only
need to use their registered device to authenticate via SAFR.

As discussed previously in [4], many non-users of 2FA find
2FA systems less convenient (presumably against password
input). Fagan and Khan note that participants in their survey
were considering a security/convenience trade-off when look-
ing at using 2FA. Similarly, participants in interviews done
by Krol [6] wish for faster, easier and simpler procedures of
authentication as their ideal procedure - one such suggestion
by a participant is the use of biometrics. We believe that in
this situation, SAFR is an ideal system for this. SAFR is
reasonably fast and accurate considering the hardware used,
allowing for its use across a wide range of devices. The speed
of SAFR’s face recognition is a significant benefit if it is to
be used as a part of 2FA - One participant in Krol et al
(2015) said they would like a system that takes at most 10
seconds for recognition. The process outlined above would
take at most 3 seconds, limited only by the processing speed
of SAFR. There is also a possibility for faster processing
when higher resolution/frame rate cameras are available, as
well as better internal hardware, further reducing this figure.
This improvement in the simplicity and speed of this approach
will likely motivate more users to pick up 2FA when they
feel the convenience/security trade-off is significantly more
worthwhile.

V. DISCUSSION AND CONCLUSION

This paper discussed the Sensor-Assisted Facial Recognition
system developed by Chen [3] and proposed possible use cases
for this technology to replace current forms of two-factor
authentication. We believe an opportunity exists to replace
some uses of current token-based 2FA forms with the use
of SAFR on a registered mobile device, thus reducing the

complexity and time cost of using 2FA systems, thus motivat-
ing more users to use these systems. When 2FA systems are
implemented poorly, complexity of use and time costs are the
key reasons why users dislike and/or reject the use of these
2FA systems, as shown in the surveys done by Krol [6] and
Fagan [4]. We believe that SAFR can reduce the complexity
and time cost compared to current 2FA token systems, and
that this can motivate users to make better use of 2FA systems
where possible.

Unfortunately, a significant limitation of the SAFR system
is how it would be involved when accessing services not on
mobile. As SAFR requires a portable camera equipped with
an accelerometer, we can not use inbuilt cameras on a laptop
or webcams at a PC, as these devices will more likely than
not lack the necessary sensors for SAFR. Depending on the
security requirements of the service, organizations may also
feel that SAFR is not secure enough by itself (whether due
to not being an established system, or risk of vulnerabilities
in SAFR or the Android platform), and will still require
use of a password when logging into services. In situations
where use of 2FA is optional, this may still cause perceived
inconvenience to the user. While the use of biometrics may
allow easier understanding of the purpose of having multiple
factors in authentication, users may still feel inconvenienced
by needing a second factor, and will refrain from use. This
is directly supported by data from Krol et al (2015) which
found a negative correlation between the number of credentials
required for authentication and the satisfaction with such
systems.

It may be possible that the accuracy and precision of SAFR
is still not high enough for some organisations’ needs. Both
Bhagavatula [2] and Krol [6] note that users perceive biomet-
rics to be more secure than standard password authentication,
however in practice this is often not the case - Bhagavatula
[2] states that “current implementations of biometric authen-
tication cannot be more secure than a PIN because a PIN can
always be used as a fallback mechanism”. A possible reason
for this inclusion is due to a lack of confidence that a facial
recognition system can achieve the accuracy and precision
required for these fallback mechanisms to not be required;
Alternatively, in low-light situations where the device does not
recognise its own inability to recognise a user’s face properly
the user may need to manually override the authentication
process. Also note that the tests used in SAFR for comparisons
rely on the best case scenario - at worst, SAFR had lower
detection rates and had false alarm rates on par with Android
Face Unlock. This suggests that more research may be needed
to further improve detection rates, and consistently reduce the
false alarm rates of detection.

Other issues not directly related to usability or security
should also be considered. Bhagavatula [2] noted that their
survey participants felt Android face unlock was uncool, draws
too much attention, did not want to look like they were taking
a selfie, and so on. This is a problem that will not likely
have a proper solution, however these downsides can possibly
be mitigated by increasing the speed of recognition, or the



development of facial recognition techniques that have greater
allowances - for example, recognition with a partially obscured
face. A increase in prevalence of use of facial recognition
systems in the future may also improve social perception of
the use of these systems.

We believe that the dated hardware in the original imple-
mentation of SAFR allows for further research on improved
hardware that may allow for an improvement in the precision
of authentication while maintaining a high speed. Alternate
avenues of research may also involve looking at a varying
level of recognition accuracy and precision depending on how
long the system is allowed to process for, or vice versa.
If the SAFR system is improved to a level of performance
that organizations will be comfortable with using without
requiring other credentials, this will be significantly beneficial
for organizations and users alike.
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